Loss Prevention

Key Control
Management

Please route to:
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+ General manager
+ Sales manager

+ Service manager

+ Office manager

Vehicle theft is a thriving business. Cars stolen

from new car lots, thefts from service lanes, cars
missing from used car lots, and carjackings present a
consistent threat to car dealerships. Thieves will go to
any length to steal cars, trucks, sport utility vehicles,
minivans, and motorcycles. How do you protect your
inventory and customer vehicles?

Good key control is an essential element of any
theft prevention program. Let’s review three basic
principles of key control management.

Number one: Separate the keys from
the vehicle

Vehicle keys and key FOBs should never be left in
the ignition or anywhere else inside or on the vehicle.
This is an open invitation for someone to steal the
vehicle. Keeping the keys and the vehicle separate is
critical.

This sounds like basic common sense, and it is. But
how often do employees leave keys in a vehicle just
for a moment when they need to run into the building
or take a phone call. Employees should be trained to
never exit a vehicle without the keys in hand. This rule
should apply to all vehicles whether it’s a parts truck,
customer car out on a road test, or part of

the inventory.

Keys should never remain inside a vehicle overnight,
not even within a secure area, such as a showroom or
service department. Cars have been stolen many
times while stored inside a service area. New cars
have also been stolen right from the showroom floor
because the keys were left in the ignition or on the
dashboard. (Consider the liability if a child were to
start a vehicle and take a short test drive around the
room). Thieves break into the building, find a car with
the keys in it, and then drive it out the door. Removing
the keys from the vehicles and locking them inside a
safe, office, or even in the technician’s toolbox may
be enough to deter a thief.
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Number two: Secure all vehicles

Whenever vehicle keys are not actually in use, they
should be secured in some fashion. Ideally, they
should be locked in a safe or locking steel cabinet,
but inside a locked office and out of public view will
generally suffice. You can also consider instituting
other security measures as well. Keys may be locked
inside a building, but how secure is the building?
Burglar alarm systems will help to ensure the keys are
really protected against theft.

Keys in service areas are also vulnerable. Many
businesses leave customer keys hanging on an
open keyboard where anyone (vendors, delivery
people, customers, contract service personnel, etc)
could walk by and take them. Assigning someone
responsibility as a ‘work dispatcher’ is the best way
to safeguard keys. Keys should be assigned to
technicians by the dispatcher then returned when
the work is done.

The keys can then be sent to the cashier to wait for
the customer to pick them up. Using this system,
the keys can be accounted for at every step in the
process. Unsecured keys can end up anywhere, and
the same can be said of the vehicle. There are few
experiences as embarrassing and unprofessional

as calling a valued customer to tell them you've lost
their car.

Number three: Have a system for
accounting for each and every set
of keys

The issue of unsecured keys is a good introduction
to the third principle. Someone in the organization
must be assigned responsibility for vehicle keys.
Without accountability, there can be no key control
management. It is the most critical aspect of any
key management program. If keys to any vehicle are
missing, and you cannot pinpoint the last individual
that had possession of them, your key control
management system is vulnerable.



A number of different systems can be used to maintain control of
your keys, and they don’t have to be expensive or complicated.
Restrict access to vehicle keys and assign responsibility to one
person for signing them out. A key log should show who checked
keys out, date, time, reason for taking the keys, and when they were
returned. This log should be reviewed at the end of every day to
ensure that all keys are accounted for. Automated systems are also
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available that require employees to input a code to receive keys
and record all pertinent data. These key machines are capable of
producing a key report that can be reviewed to reconcile keys.

Conclusion

at 800-840-8842 ext. 7449.

Theft prevention is the goal of the key control management program. Al ready a CUStomer?

It is important to keep close watch over customer and inventory keys
to eliminate the opportunity or temptation for thieves. It is also the
primary line of defense against professional thieves. Don’t allow
your assets and reputation to disappear as a result of insufficient
key management.
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The information in this publication was compiled from sources believed to be reliable for informational purposes only.

All sample policies and procedures herein should serve as a guideline, which you can use to create your own policies and
procedures. We trust that you will customize these samples to reflect your own operations and believe that these samples
may serve as a helpful platform for this endeavor. Any and all information contained herein is not intended to constitute
advice (particularly not legal advice). Accordingly, persons requiring advice should consult independent advisors when
developing programs and policies. We do not guarantee the accuracy of this information or any results and further
assume no liability in connection with this publication and sample policies and procedures, including any information,
methods or safety suggestions contained herein. We undertake no obligation to publicly update or revise any of this
information, whether to reflect new information, future developments, events, or circumstances or otherwise. Moreover,
Zurich reminds you that this cannot be assumed to contain every acceptable safety and compliance procedure or that
additional procedures might not be appropriate under the circumstances. The subject matter of this publication is not tied
to any specific insurance product nor will adopting these policies and procedures ensure coverage under any insurance
policy. Risk Engineering services are provided by The Zurich Services Corporation.
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